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The system hostname shall comply with TTUHSC standard naming conventions.

The system shall be joined to the TTUHSC domain.

The system shall have system administrators from Information Technology.

The system shall be remotely accessible by Information Technology (remote desktop, SSH, etc.)
Users shall not log in directly as root or other “superuser” accounts.

Users shall not have local administrator privileges on the system.

All local accounts shall be disabled.

Users must use a domain account to access the system.
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Guest account shall be disabled.
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. Root (“superuser”) password will be set by Information Technology and not made available to users.
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. An antivirus solution shall be installed.
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. The host based firewall shall be enabled.
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. All unnecessary ports, protocols, and services shall be disabled.
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. A password protected screensaver shall be set to start after 15 minutes of inactivity.

Applicant
Name: Title:
Department: Phone:
Email Address: eRaider ID:

Acknowledgement
I shall comply with all of the above minimum requirements and any others deemed necessary by Information Technology. | agree to comply with all TTUHSC
Information Technology and Information Security policies including Acceptable Use, and | am aware that any violation of these policies may lead to the immediate
suspension of my computer privileges.

Signature: Date:
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