Fraud Alert
Bank One personnel have notified us of a possible credit card scam that we would like to share. Individuals are calling MasterCard and Visa cardholders saying that they are from "MasterCard" fraud units and asking individuals to give them their card number, expiration date, and security code (CVC2) number located on the back of the card. The representative(s) is also giving an ID badge number. 

This form of fraud is called "phishing." It is usually done via email, but can be done via phone as well. The "fraudster" is trying to gain enough information to be able to gain access to the account and either send themselves a card, use the account number on the internet, or create a counterfeit card. 

No one from Bank One, or MasterCard, will ever call and ask for information like the account number, expiration date, and the 3 digit security code. 

If you receive a call and have doubts about the information they are requesting, call the customer service number on the back of your card. This way you know you are talking to an employee of Bank One. 

If you have any questions, please email Celeste Kulinski at celeste.kulinski@ttushc.edu. 

