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Policy Statement

It is the policy of Texas Tech University Health Sciences Center El Paso (TTUHSC El Paso) to
ensure the confidentiality of protected health information (PHI) released by email. This policy
defines the minimum guidelines and procedures that-individuals must follow when transmitting
patient information via email. Unless otherwise allowed by federal or state law, TTUSHSC El
Paso shall only email PHI as outlined in this policy.

Scope
This policy applies to all PHI maintained by TTUHSC EI Paso.

Policy

PHI is allowed in internal messages without encryption, i.e., the email must go to another
ttuhsc.edu email address.

Transmission of PHI to external parties, i.e., any email address other than ttuhsc.edu or
ttu.edu, must be manually encrypted. This includes emails to patients, providers, hospitals,
payors, etc.

‘ How to manually encrypt email: Type [send secure] or [ss] in the subject line right before the
subject of the email, as shown below.

Ce...
Bcc...
Subject: [ss] results on patient
T

Transmission of PHI through EMR—usermay-send-secure-messages-via-AthenaFlow EMR—-

. The user may send secure messages via
AthenaFlow EMR, which is the preferred method for sending PHI. The steps are outlined
below.

1. Within the patient chart, select the Update button on the patient chart

2. Find and select “Secure Message to Patient” as an encounter
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Update Chart x

Encounter Type

Iessage to Paten @]  DooumentType:

Message to Patient Confidentialty Type: [Nommal
SM-Lab Resutts To Patient

Social Worker Assessment Clrical Date: Clivical Time; |201:40 PM

Social Worker Blank Note
Surgery Dragon Form Vist Prowider | Jimenez EMR, Arturo ~| Hi
Surgery Office Vist
Surgery Orders Only
Surgery Pedi NPV/EST Visit

7 F
tH
i
|I

Lacation of Care: | IM-MC

WisitID:
Surgery Pedi POST-OF Visit
Surgery Pre-visit planning Summary |Eecule Message to Patient
Surgery Telemedicing
Surgery Verification Insurance ] Encounter is a Transition of Care
v

SWER Anne Deansit

Cancel

3. The SM Advanced form generates — each section is identified with a corresponding

letter.

Portal - SM Advanced: NEGAN TEST

Main | Notes |

Default

| Private. ‘ | Lookup Ref Provider |

Yo

Patient

" Referring Provider(s)
Service Provider
External User

) Other

=/ © Email

elele)

Patient Portal - Send Message Form  PertalAccess @ Active ( 03/13/2024 09:27 AN )

Y
Patient Login Full Login

Subject:| Follow up on last visit

Message: Hi, e just want to follow up on your last vist and shared the summary about it . Thank you

Arturo Jimenez EMR
March 13, 2024 3:14 PM

[~ RequestRead Receipt

External Attachments
s | msssre || somerssn o

‘ Send Message | ‘ Clear Message ‘

Send Status:

= to contact user via secure message” setting
Select EMR Documents | | Select TOCs
@ Chart Hote & Attachments Chart Note (only} ' Attachments (only)
@ POF " RTF
- TOC:
@ XML& HTML XML only

Prev Form (Ciri=Palp) | [Next Form (Ctri+PgDn)

Close

The provider/staff would
complete the form as
follows:

a) Recipient. The clinical
team selects the patient
as the recipient.

b) Subject and Body of the
message.

c) Attachments that may
be added to the
message.
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To attach clinical documents to the message, choose the Select EMR Documents button.

*’| Select EMR Documents | || Select TOCs ] ]

Documents:
@ Chart Note & Attachments [ Chart Note (only) " Attachments (only)
@ PDF T RTF

Based on the Document ID in EMR, select the corresponding Document 1D from the Patient
Attachments box. Then click “Select and Close.”

W Faties arachments ~ o x
Document View: Al
= Documet Troe Dosumet Locston Dooument Sate [ —
o~ a Date v —SELECTALL | -seLETALL- +| -saETAL- | -seLEcTAU-
- [RE——e—— fer—
otes only 0 0272112024 937 Al HEGAN TEST (2204122806001)
Procedures/imsging
Prowder View 0O 0211612024 1:19 AN
Psychiatry [ 8 12072023 11:59 Pt s
TTUHSC [] & r2osmoz3 1158 PU sl
O @ oosoms see PP 7ok .t e 12220
(] 1112812023 2:47 PM Peg L Paert Poma Reg (i1
o Carares £9 158 Comer o s e)-
O 117282023 2:03 P S} RIS Polra 746228 cancesd, To - Py  Fasaon o sone {11/21/2023 0 11 PH, Cort T Nomsl, SGHED )
/2172023 11 P Cnt Ty : et SIGHED )
Doc B 52| Properties: Office Visitat IN-FAC on 03/12/2024 3:45
[pe—
w, e —

Current Problems:

BACK PAIN (ICD-724 5) (ICD10-M54 9)

LOWER ABDOMINAL PAIN, UNSPECIFIED (ICD10-R10.31)
CONSTIPATION, OTHER SPECIFIED (ICD-564 09) (ICD10-K59.09)
OVERACTIVE BLADDER (ICD-596.51) (ICD10-N32.81)

URINARY BLADDER STONE (ICD-594 1) (ICD10-N21.0)

UTl URINARY TRACT INFECTION (ICD-599.0) (ICD10-N39.0)

The selected document will then show in the documents area within the form.

Documents:| 75 : Ofc Visit IM- General ( 02/22/2024 03:02 PM, Conf Type : Normal, SIGNED )

@ Chart Note & Attachments ©  Chart Note [only) " Attachments (only)
@ PDF __RTF

The sender may elect to send the Chart Note & Attachments, Chart Note (only), or Attachments
(only).

| SelectEMRDocum;ents | Select TOCs

Documents:
I @ Chart Note & Attachments [ Chart Note (only) " Attachments [only) I
@ PDF T RTF
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In addition, the user may choose to send the documents as either a “PDF” or “RTF” file.

Office of Institutional Compliance

| Select EMR Documents | | Select TOCs |

Documents:

-

@ - e (only) " Attachments (only)
@ PDF " RTF

Click "Send Message" to transmit the message to the patient’s portal. If the message is sent
successfully, a timestamp will be added in the box underneath the “Send Message” button.

s et i

| Clear Message |

{Send Message,

Send Status: Mezzage zent successfulySent Docs :308062_75_IM General pdf

Prev Form [C:rI—F‘gUp]| |Hex‘t Form :CtrHPgDn}| | Close |

Staff members designated to manage incoming messages from patients can review patient
replies in the portal by logging in.

* O 0 &

TEXAS TECH PHVSICIANS /
L / (_h\ e
\ mma—-

£3 My Messages - Inbox (23)

O New Message @ lInbox (17 (7 Drafts  @Sent & Deleted

If a patient requests in writing that their PHI be sent unencrypted, TTUHSC EI Paso will

inform the patient of the risks associated with sending-PHl-unrenerypted-doing so. However,

|if the patient insists, !TTUHSC El Paso will comply, documenting the patient’s request in Commented [QY1]: Should we remove this because the

patient has the right to request it in the format.

their record.
Knowledge of a violation or potential violation of this policy must be reported directly to the
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linstitutional Pprivacy Oefficer or the Fraud and Misconduct Hotline at (866) 294-9352 or
www.ethicspoint.com under Texas Tech University System.

Freguency of Review

This policy will be reviewed on each even-numbered (ENY)) by the Institutional
Privacy Officer, and the HIPAA Privacy and Security Committee, but may be amended
or terminated at any time.

Questions regarding this policy may be addressed to the Institutional Privacy Officer or the
Institutional Compliance Officer.

[Review Date: January-3-2022March 11, 2024
[Revision Date: December 8, 2016, November 19, 2019, January 25, 2022, March 19, 2024
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